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Compliance And Risk Management is Complex

CyberStrong™ Simplifies It All

Management needs to Infosec teams need to

e Easily communicate their posture  Know where to remediate risk for max ROI

* Have a single source of truth for all their data * Manage compliance as a continuous improvement
* Show program success based on metrics * Always be in sync on the best plan forward

* Align with gold-standard frameworks e Easily identify risks and remediate in real-time
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Modern Programs Are Insufficiéh.l

Either of organizations are
ctat not confident that their current

. preadsheet assessments o i

- Email GRC activities will be enough to

* Ticketing systems meet their future needs.
* Fragmented processes

 Pivot tables Source: Gartner
* Manual spreadsheet reporting

Or An average assessment takes

* Pieced together ticketing system processes 1’000 to 10,000

* Modular, legacy GRC technologies
« Complex and overbuilt workflows hours to complete.

 Miscommunication due to little or no
measurement (of risk or compliance)
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Compliance And Risk Management Has Evolved

Governance, Risk and Compliance Integrated Risk Management

Closed, proprietary Open, integrated

Compliance-driven Risk-focused
Technical, control-based Business and process-oriented
Ubiquitous, meaningless Targeted, purposeful

Rigid Flexible

Technical practitioners Business leaders

Internally-driven, departmental Ecosystem-driven,

r - rimen
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The CyberStrong Platform™ Realizes the IRM Vision

i CyberSaint  yome  Assess Theeat Foed  Administration v My Controls.  Alison v

Welcome to the CyberStrong Platform
Manage compliance, improve visibility and communication.

CYBERSTRONG SCORE
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170 Threats
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Measurable Optimized Centralized Insightful = Simpli

Agile Automated Data-Driven Flexible Accessible
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Key Use Case



The CyberStrong Advantage
Compliance Posture Reporting & Monitoring

silly
- Atlanta Datacenter

To effectively monitor and report on risk
and compliance, users will aggregateand =~~~
report across a wide array of Key Risk
Indicators, compliance postures,
assessments and assets.

o CyberStrong easily aggregates your
compliance and risk data and
automates necessary reports for o it
management, Board, or audit review. .
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The CyberStrong Advantage
Risk Management, Quantification and Analytics

$Cyb015a-m HOme  Assostmerts TRroatfeed  ASMinsIration v "

RISK RESOAT FOR CONTROL FAMILILS

Beyond the exercise of assessing risk 2, ‘

from a qualitative perspective, users

want to measure their risks .

quantitatively, and add measurement to “ W ’ | | | ’

y Controts A
.i

cybersecurity management. |
G USE LIMITATION DATA QUALITY AND
INTECRITY
e CyberStrong quantifies risk across all e
assessments, and on a control by e Sl $iilhtioia
control basis for added granularity. I B A y
RISK REPOP”
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The CyberStrong Advantage
Risk and Compliance Mitigation Action Plans

Owner: Padraic O'Reilly
86 NIST CSF - Atlanta Datacenter
NIST CSF 800-53. Rev 4

Action plans must be developed to
ensure that the appropriate mitigation
steps are taken to continuously manage
risk and compliance.

Score Simulator

o CyberStrong’s patented = o~ o
optimizations provide mitigation
plans that help users reach a target L e

CyberStrong Score. You will see \ Z < o @ -
what it will take to reach your : -

preferred cybersecurity posture.

jev.cybersaint.io/cybersaint/assessment/aB5008c4-d947-414c-b485-681b91f25513/controls/optimization/med R S
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The CyberStrong Advantage

Live Threat Detection and Control Prioritization

Threat Feed

Compliance and risk management needs  scioran steare
to be active and continuous, not static.
Knowing how today’s threats impact an
organization’s cybersecurity posture
leads to an “always on” approach to risk Ryuk Ransomware: A Targeted Campaign reak-Down
and compliance management.

COBALT DICKENS Targets Universities

Turla Outlook Backdoor

Malspam Campaign Targets Banks Using Microsoft Publisher

APT-C-35 mobile attack activity revealed

o CyberStrong analyzes real-time
threat intelligence to provide Parasite HTTP RAT cooks up a stew of stealthy tricks
patented control remediation
prioritization live within gaps. This
allows teams to be ever-aware of risks
in their organization and how to New Mial and Gafgy loT/Linux Botnet Campaigns
combat them. PR

Kronos Reborn

Calisto Trojan for macOS

© CyberSaint, Inc. 2019

3 Control Suggestions

3 Control Suggestions

5 Control Suggestions

2 Control Suggestions

3 Control Suggestions

2 Control Suggestions

2 Control Suggestions

3 Control Suggestions

3 Control Suggestions

5 Control Suggestions

1 Control Suggestions

Aug 28, 2018

Aug 24, 2018

Aug 22, 2018

Aug 21, 2018

Aug 20, 2018

Aug 15, 2018

Jul 26, 2018

Jul 24, 2018

Jul 20, 2018

Jul 20, 2018

Jul13, 2018



See CyberStrong in A

www.cybersaint.io



